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With use comes abuse

More enterprises are leveraging Al and with that the number of incidents concerning the misuse of Al is rapidly rising. This is Pre-
GenAl and the risks are only expected to increase
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When an Al
generated
painting wins a
prestigious award

. Are these images inspired by existing
artists

= Should the art be attributed to the
original authors

. Is the consumer and the original
creator informed about it's use?

Source:
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https://www.nytimes.com/2022/09/02/technology/ai-artificial-intelligence-artists.html

When an Al doctor
misdiagnoses
you..

A misdiagnosis is likely
the responsibility of the
presiding physician.

The manufacturer or operator is
held accountable for a faulty medical
device that harms a patient.

What does this mean for an Al?
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What does Al
safety look like

Potential for destructive mass
communication

Social engineering at scale

Market manipulation!

Source:
5 fractabee
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https://aibusiness.com/responsible-ai/why-deepfakes-pose-an-unprecedented-threat-to-businesses

When an Al
treats people
differently based
on their
demographic
profile

= Al if left unchecked, can reinforce
societal, racial and other biases

= Bias can exist in the data, with the
developer or in the Al itself

* Proxy discrimination
and identification

Source:
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https://www.nytimes.com/2019/01/31/opinion/ai-bias-healthcare.html

When Al is biased and
stereotypical

generate future version of Donald Duck merged with Hulk

= Gen Al can be highly biased and generate
stereotypicall outputs

= Club this with attribution and copyright

« Toxicity, bias and hurtfulness

images of flight attendants
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The urgent need
for Responsible
Al

Limited governance
Unclear copyright and legal liabilities:
Consumer trust

Safety concerns
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Intelligence without responsibility
Is Inauthentic; true progress
needs



Al Drones: Guardians of
Health or Privacy Invaders?

= Privacy Concern: Individuals' privacy in
public spaces

e I lg‘ ﬂ I & !
= Data Security: Unauthorized access to amn m (gas l iR - ﬂ g ﬁ ﬁ ﬂ

collected data

= Model Transparency: Opacity in Al
algorithms

= Accountability: Unclear responsibility for
drone actions

Source: the Wire
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https://science.thewire.in/culture/books/how-india-used-the-covid-19-pandemic-to-push-through-a-liberal-drone-policy/

Data science lifecycle
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What does it mean for
your enterprise

Regulatory
Risk

Reputational .

Problem of
Attribution

Privacy concerns

Auditability

Potential for risky
emergent behaviours

Data Security

Hallucination and
over-reliance

Cybersecurity

Lack of
explainability

Rising Risks across the board




How is the world responding to GenAl ?

As GenAl is disrupting many industries, regulation, policy and businesses are quickly
responding to the challenges posed, but not quite fast enough

Increasing Governance Newer Business models Organizational response
and Regulation

BLUEPRINT FOR AN Al BILL The Case for Al Insurance Pause Giant Al Experiments: An Open
OF RIGHTS by Ram Shankar Siva Kumar and Frank Nagle ‘ Letter
O » osTe
SlashNext Unveils Its Own Generative Al To Why we launched DeepMind Ethics & Society

transparent science; here are our Thwart ChatGPT-Powered Email Attacks
ground rules for their use Y KILEALSPACH ¥

FEBRUARY 28, 2023, 08:00 AM EST

As researchers dive into the brave new world of advanced Al chatbots, publishers need
to acknowledge their legitimate uses and lay down clear guidelines to avoid abuse,

© 2023 Fractal Analytics Inc. All rights reserved | Confidential 13 frdctdL )



Begin the conversation:
Proactively manage risks with
Responsible Al practices

Enact Responsible Gen Al practices: Proactively
prepare for the adoption and implementation of Gen
Al, mitigating risks and maximizing benefits

Prioritize Data Privacy and Security: Develop
robust data privacy policies and ensure compliance
with relevant regulations

Conduct thorough risk assessments and review
practices regularly: Evaluate the potential risks
associated with Al implementation, including biases,
unintended consequences, and potential societal
impacts.

Source:
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https://indiaai.gov.in/article/nasscom-releases-responsible-ai-guidelines-for-generative-ai

Thank You.

fractabee

A strategic partner to the most admired Fortune 500®
companies globally, we help power every human decision

in the enterprise by bringing advanced analytics & Al,
engineering and design.

O @ O 0 www.fractal.ai
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